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Context.

Often in the network monitoring stack, diagnostics is overlooked.
Typical network monitor programs focus on performance counters
for some hardware items. Performance counters return CPU load
percentages or hard drive temperatures. b

They don’t return any data regarding any hardware faults or failures.

A different type of network monitoring program is required for this.
With Windows the underlying subset enables us to return live and
current hardware diagnostic status.

-

With remote working allowing staff to be located anywhere in the
world this causes major issues for Managed Service Providers.
Clearly access to distributed endpoints can be difficult.

Sending out an engineer to employees homes can be time
.consuming and expensive.

Using a Console probe on each machine enables diagnostic data to
be sent over HTTPS to a cloud server.

Data is displayed in a web browser.

All connected endpoints wherever they are in the world can return
data.

Diagnostic data on hardware components in the endpoint is
returned.

Syvir - Service Diagnostics is a windows diagnostic monitor for
MSPs’ that scans for problems with hardware components.




Welcome.

Syvir - Service Diagnostics (SD d based
network hardware monitor for Managed Service Providers.
SD is hosted by Syvir. We run the hosted Server for you.
A web interface provides monitoring and coEiguration.

=

. e — :
To create a hosted solution please visit wwwgywr.comiw

a free trial. \ put?®
- Syvir automatically creates a local domain namafor your instance

=
]
, ; =
- With your account you are assigned two usernameés and
== passwords. =

)
Make sure you agree to the privacy policy along wiﬁt_he terms “‘l
and conditions. - “‘I‘

User Name:

Password:

| | |
o

Login
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In this eBook we guide you with monitoringyour clients he‘xvork
endpoints with Syvir - Service Dia oS | ur cloud 3 ,% ..
& based monitoring system. ; X
: )2 _ Once this process is complete run th%ware using tie*Probe @
bede mo;&?rlng youm : |II_need s account and password. Ot @N%names wi %work.
download SOl CUEEeeT Cli g %chl_nes. Type in your clients code and select the endpoint type. .
| ] We advise if you are tr_y|_ng out SD for the f|rs§v ime on your A console probe will be created on the SYVIR SD cloud.
) r@fvork Ty the SEREEEINTR machmgi SQ j Eogn assess thi Sensors are automatically created for the probe.
Y capabilities of SD. . o B\
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S ‘ _ Each time the system is scanned, di ic data is uploaded to
- - e — - o the syvir-sd cloud. ;
‘I‘ L admin@mu_demoa_uk 1
A console probe on each monitored endpoint, con
o - cloud server.
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Sensors: Total 90 s @ Diagnostic data is transferred to th clouc}.“‘
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—\ :
- The structure of SD. - Sensors
i : : N
Diagnostic data is gathered from the endpoint with WMI ,
The sensors in the probe processes this data into channels and The ¥ onsoleipags contalnfs prepEorssiil use Vil (gciholey
sets alarms if a problem is found. monitor the current state o herdware. |
Data is encrypted through SSL to the SD server. ‘% = Sensors are deployed to,monitor hardware.— |
Data is transferred through HTTPS and uses port 443 \‘L“ - Sensors contain channel ltiple.items i.e geveral drive
P I , Diagnostic data is recei h channel thdt's in_use with a
> o deployed sensor.

Data is stored and rendered througt

M
i J.Jf.flilrl!-ll!.llr
i
L

Jl.rjijﬂr‘r- .

yThe sensor contains muItlpIe char“
" For instance a USB.sensor: Eh@ﬁj(s

to the _
Nl port to a channel.

l._______ I
R
usb ort and

- A console probe is a wirM@ :

SD server.
Each monitored endpoint has its own Probe. This gnated
I

by the computer name. g .
We recommend that each monitor”’c has i:s own uniqu{a
name, to avoid conflicts using SD. ’ fan} —
The hierarchical structure of SD places the probe as the most L .J f = @ T—
y L
-
; *——

powerful item in a endpoint deployment.
[
Diagnostic data is gathered from the endpoint with WMI

¢ :
‘o '
I ~ : .
. The sensors in the probe processes this data into channels and

sets alarms if an action is needed.
Data is transferred through HTTPS to the SD Cléug

Data is stored and rendered through active server
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Install Console Probe

Each pc, server, virtual machine requires an installation process
to create your machine probes profile and sensors, this will be
where you enter your domain probe username,

password and client code. These are not stored on the machine.
Select the machine type you wish to scan.

Four machine types are available

/ PC
Server
VMWare
Hyper-V

VMWare and Hyper-V deploy less se

- detected.
In practice on Hyper-V and VMWare s

- Server if you wish, but noteMél

Detected.

elect PC or

r‘ Not

=% ]

WMI services need to be running on each machine you wish to
monitor with SYVIR SD.

' Please note the account you use to monitor with WMI only
requires Read permission.

Do not enable Read/Write or Write this may leave the
machine open to viruses etc.

ay

r 5

F‘) * Type in your username password and cllent co \
For the console you need to use“prob @

The Console Probe transfers non-identifiable data through B

U-rs-

HTTPS to the SD cloud.
Once the Probe Console is installed please run this.

Sl svwRrsD-Console X
=
—
LogIn

I

. |

I

.
Authorse

i

o ’ -

will not work!
- - 3 _ﬁ_ 14‘”_';

Ui svvirsD-Console X

Console Probe DESKTOP-OIFHIDS6 created {

DESKTOP-OIFHID6
. 192.168.1.240
. Status Scan Settings @
P
Microsoft Windows 10 Pro i

P.C Status Scan
Scanthis P.G for diagnostic information Start >

“ =
Select the type of endpoint.
The monitoring is now setup for this machine.
Repeat this process for e';ach machine you wish tor

{

e :/
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Scan / _:'
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16 —_ B’OS Hunun"""

Console Probe

Before scanning a clients endpoint ensure you have setup a
client code for this customer.

Once this process is complete run the software using the Probe@
account and password. Other account names will not work.

‘ Run the software in Admihistrator _
reliable scan results...

A console probe will be created o
are automatically created for the

S svvRsD- console @

Console Probe DESKTOP-OIFHID6 created

DESKTOP-OIFHID6

* “-
192.168.1.240
Settings
() :

Microsoft Windows 10 Pro

\ 4

Status Scan

P.C Status Scan
Scan this P.C for diagnosic information.

ay

A
To scan the system for d‘ﬂg)lstic issues.

1.Click on the Start icon.

SSPH

CPp

2.Click on the Scan b?tton. il 17

The system is scanned and diagnostic data |s gﬁgﬁdéd to the .

syvir sd cloud. = el

To view the data make a note of the console probe nam&m-
be the name of the virtual machine.

1

[ |
In your browser visit ww ir-sd.com

o
o
-
|
-



Clients, Reports

1 gt
b ) o Tice
- e
S\
- LS
o
SYVIR SD is specially designed fo Reports

customers endpoints for faults.

=i

sl
Clients are added in the Add Client page. "-3
P

"'"‘ spreadsheet. e ¥
. The directory box on the left

: ) ] = : s y clients click on
To add a new client type in the clients name into the Client bO“l“ 1‘, . - \
Add a unique code for the client code. 1 “il“ E 2;:';’;;”?:&80” Rk S % listof that clients \
' The client code is used to separate different customers - With P : L " d taselecha Milnt i/ A
endpoints. This enables a customers endpoints to be grouped ‘.‘= AIII q stor]r:e :ﬁpto I.S y?u g IO‘%G ic a\_@flolp'bn bl é q
together and avoid probe console name clashes. & - ald Tog, N3 CligN ongpiwe 5 yrs e_’s__ﬂ_? ? I Yosues
R, % Some reports require the console probe to'be selected so individ-

Once you have entered these click on add. o -
y % ual reports on specific console probes can be-mad%.
-

To view a list of clients select the Client page. _
To delete clients from the system click on the Delete bl%)ﬂ g[S} “‘l‘
]

sttt

W

‘l“‘ These are the reports produced by SYVIR SD {

-

WS

Sensors on the selected client console probe, that are
Sensors on the selected client consolg&p{gi&ha re
WARNING. | = S\t

Sensors on the selected client console
All Console Probes and Sensors on the
UP.

All Console Probes and Sensors on the s
set to WARNING.

~All Console Probes and Sensors on t I
= DOWN. r"ba:f*

‘ ‘ Diagnostics for the selected Client Consle Pr

Sensors on the selected client console pr%be;«,l‘t

_ e set to l““‘\
WARNING and DOWN.. \

: \

All Console Probes and Sensors on the selectediclient; %{ﬁ\,@;ﬁ

set to UP, WARNING and DOWN. % Yt L
\ &rm

Diagnostics for the selected Client Consol p
Alarms on the selected client console pr

click on OK. This deletes the client from SYVIR SD.
To save a list in .csv file click on the download icon.

el
]!

-

5 -

-
-

-
. \ -
&

Alarms on all client console probes. ’} 'I' \ s

-
[

e
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Roles'and user credentials.

— >
20 <
< o

- @
Each MSP/company is assigned a local domairl. @domai
In the domain we have two different accoun; t#aﬁswhich

L ]
]
L3
. -
Domain s
L ]

i -l ] L
assigned roles. = ““‘I ‘i'
pn® [
Each account type has different objectives and usage =
requirements for particull%types of users. i
A 8
) [
Administrator - s
The administrator account role has the user name of admin. -
The admin account is typically held by the account o%“ *
This account gives you acceilto the contrc{aﬂ.‘ ‘? —
dashboard. . [
i\ = \§
'ﬁ.-‘"“ A \

Probe

The probe account is use

authenticate the transfe agnostic data to the SD._server.
A probe account only works with a console probe.

e
- o

-
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Raise a support ticket.

Control.

22
E"--

Control Panel

E !. On occasions y.
f :  the Syvir - Servi
£ Youcansendu
get back to you
iy

)

—
Y
, CP

The Control Panel is ac
Control Panel provides

server.
The administrator acco

____ L S—
‘

View the current status of the Syvir - Se

oY

cloud.

|
Here we provide details of an




Control.

24

Roles and user credentials.

a &

2

.  have installed on
' SD uses Roles and user credentials to determing,the access that - I‘ l
user accounts have to the SD server. — % .
¢ The administrator account and role has the user %me of admin. -1 &
The admin account is typically held by the accountowner. % Probe Setup = _7J
» This account gives you access to the control paneliand % r :

dashboard. i ““‘l‘

- |
£ L\
The probe account is used to authorize a local probe 16 ““"

authenticate the transfer of diagnostic data to the SD Cloud.

Install and setup a probe on a w'ir__]a

"\
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) 1& the timezone for where youli

> Download and install software m

S )

=
=
=
=
=
=
=3
=
=
=
=
=
=
=
-

- "‘“\"'

Install instructions for using' -Syvir - &ce Di__ag_.neqig?a software. 3
. Y
o B ; |
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We recommend Google Chrome and Microsoft‘Edge browsers.

Click on the login icon to visit the login page. < : )
Type in your credentials that were issued to you inMe‘

email. A
Only administrator accountiﬁaﬁ full access to-web interface.




\ 9 -
The starting point for any web Efsed
dashboard page. s

This gives a quick at a glance view of t

sensors probes and alarms. - \ Y l} ,:*-'_
SD stores in the cloud the I?q-ilown val rom your network. © »
The five sensor di%lacc\ﬂe? he vari@s st f'the sensors.”
L = ¥
4 a L
- e 9 A serious issue has been detect
Prob&iagnostic sensors % ' g - f channel(s). "
— . o\ \"uk 4 P
"'.- ,.‘I L 4 % - L \ ," ”g N
' by ] L 3 - |

UP . -~ NOT DETECTED — @ | .

\ | 1 |
MLl - = —
_ “‘lll“ ":f_i:..'«' . Not detected in some c% PP bili6 retrieve

data for a given
N/4

not available for hardware d

\' Sometimes
puter vend hat W

- b \\\ It can vary

able.

The sensors channels are all functioning ok.

WARNING
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Con/JoIe Probe. s I - I
joﬂnn 1'. é L] -'
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32 —— =)@ o 'Hununn /!
L — eS| o - oo .
— .:_ .- . /P’!}H 7] - .
A windows based program that connects to the SD server Internet e
Each monitored endpoint has its own Probe. This is designated Data is transferred g o SErsepas NS e S {_m -
by the computer name. -
' The hierarchical structure of SD places the probe as the most a constant internet connection is required to tran§fer data.
powerful item in a pc deployment -
” o ») i
i : RN W :“
' | ¥
Delete pro
:5 i» From the p User hierarchical
£ s i~ structure to twork ¢
“ SD cloud. X\

Select the
Click on th

C F.;;: probe.

Wikitnres,

DOWN

N |

The probe is either not running or the endpoint that the probe is

on has been switched off.

SSp
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p e
~—Sensors. . *
3‘ ‘”';f}-

L
® - O _’ S gy %
The probe contains Se ‘technology to monitor ak s
Y —

the current state of hardware. 5_ensors re deployed Kﬂaoﬁito;
clients hardware. Sensors contain cha or multiple items i.e
several drives etc. Diagnostic da& is receiv %for ea”ch".g:hanngl @
that's in use with a deployed sensor. T or coh%imm

channels. 1 »
i’ig"““ ‘-ﬁ 4 e *
'} = ; X
- q‘:_:_*_" / . A serious issue has been detect
= i ' 2 » ‘ ‘ channel(s). This will trigge'rian alarm. ;
Sensor Status values s e - *\\"s% 4 i i
- Y A\ (L o
) ¥
L A W |
uP as ° = NOT DETECTED -
L1 oL v
st -

( . Jﬁﬂé‘s\/\ wr 1 | On deployme
) St '\, This could k
\l / o 2 \\\ exist on thi

i _. . {/ Other reas

no data the
situations
for the sen
So for som

o

\ The sensors channels are all functioning ok. i

-

WARNING
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Alarms. -_ e
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=Y
Alarms are produced when a sens V é Clear Alarms | ..
DOWN. - A
G ﬂ Clear Alarm: |
{ “-.}
DOWN
Select clear alarm and t
© o
WARNING "ol

View the current alarms. 2819
From the client directory view, select the client you wish to \l&u

B User: admin@mu_demoa_uk

__:j_ — \’ _ "
\

From the probe directory vieWeUser hierarchical ..; -

structure@t aIarlei ts network conn_e_cte&;jco the SD

cloud. — - il 3 \"‘:

Alarms are listed under each probe. v

-

g
S
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Alafm Diagnostics. :
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38 A — Blos

Alarm diagnostics
Click on the Diagnostics tab.

| () PC Diagnostics 4
" bt -
Click on Probe Diagnostics to view the last status of the deployed
sensors on that probe.
e - o
—

Channel Properties: Channel 0

»
Name: intel(r) q45/g43 express chipset (microsoft corporation - wddm .
1.1)
Status :
Click on the channel icons to retrieve c data for the C
"y particular channel. In :- stanc
In most instances you should be able to retrieve the Status of the -
Channel. pe— o
_. % & -
Usually this is a generic message of "OK" Y
o'l
] .JII.
e N |

...'.h

llllllllllllllll

1]

" Sensors dials are color coded to refleét the st

S(7 o) tEI

Channel 0

| [ \

Green = UPR. P
Where a problem has been detected by the senso
indicate

Yellow = Warning.
A dial that indicates

Click on a sensor to view channel data for the particular
component.

In the system box is a generic pc view, Sensor channels are
mapped to the hardware.




Properties.

4
.-
k) S

Each channel has properties. De
These are the main properties...s o] ft

properties, other sensors will just use one or two properties.
=

-
=

Status —
Returns the status on the selected component'..'.:-
-
-

Status Info gt

“ Returns the status info on the selected componer%

=)

' Availability g

' Returns the availability of the current component. %
=

ConfigManagerErrorCode )
Returns the ConfigManagerErrorCode of the current OW\ponent.

Error Description
Details any error message on the current component.

Last Error Code \&np
Returns the last error code of the curre one

e -

0“"_9/ = -
o T
= /




Diagnostics.

k

-l

1
1

G

/
/

S f.\

PC, Server, VMware, Hyper-V Di -
Select the Diagnostics page . _— E
Each time a console probe scans the machine, diagnostic data is -
retrieved for the purpose of pinpointing moreﬁ:curately where a E
problem exists. -" g——"
From the client directory view, select [} cllent%u wish to view. “'.‘i‘l

\ .
B User: admin@mu_demoa_uk X = L e

™

oz Y

From the probe directory view open the User hierarchical
structure to list Console Probes created on the SY SD cloud.
Select the Console probe you wish to view.

HI PRERE BRbEHE

B User: admin®mu_demoa uk
Console Probe (DESKTOP-OIFHIDS)
B Console Probe (DESKTOP-HBASGC2)
B Diagnostics
m DVD Deagnostics
() Fixed Drive Diagnostics
(~) Ethernet Diagnostics
() Keyboard Diagnostics
() E-IDE/SATA Diagnostics
("} Motherboard Diagnostics
(") Desktop Monitor Diagnostics
(~} P.C1 Diagnostics ‘ ‘
(‘T) Sound Diagniostics d’ §
(") USB Diagnostics
(~) BIOS Diagnostics
" CPU Diagnostics
lf‘-_jl Pawer Supply Diagnostics
ﬂ Cache Memory Diagnostics
(" DMA Channel Diagnostics

In the system box is a é@ne'.
mapped to the hardware

\_) ‘

?

t"‘
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‘§ lll'lllllll’llllll
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Click on the channel icons to retrieve properties for the particular
channel. -
Properties diagnostics are available for each channel. -

In some instances data can be basic. =
In most instances you should be able to retrieve the Status o‘f_ the

Channel. | %@:
Usually this is a generic message of "OK" :

A support engineer will require detai

Status Info : [=gElel =

LANTETI R R unning or Full Power

Device is working properly.

45

[ ]

]

'TTr 5 o .
[ g B
Reporting diagnostic problems. L

With SD its possible to email a front line engineer a'}epétt_m:p.

problem that is flagged up.
Click on the email icon. j
The report shows any problems found with the channels
properties diagnostics. !

This report can-than be emailed.
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Various reports about your endpoints sensors and probes,
alarms. =

Reporis ®

admin@mu_demoa_uk

B User: admin@mu_demoa_uk Client

Company 1

Client Code:

cl

Company 2




Sensor Types.

48

E PC, Server.

Battery Diagnostics

L A oy
% Sensor id: 1121 - >
Sensor id: 1122 : - \
' Monitors a CPU running a Win perati
-

: : g ._ /1 j
Monitors a battery connected to the endpoint. % 1 ﬁ ‘ J
ﬁ L EHew |
- - ﬁ -‘:— 7 -” N\
) s ,
;::E PC, Server, Hyper-V, VMware. - it . PC, Server, Hyper-V, VMware. f / %
- ““ . ; \&L:“h- —
BIOS Diagnostics |\ DMA Diagnostics \ | Q\. —
_-.ﬁ:’l % ‘\.
Sensor id: 1123 Sensor id: 1114 . -\\\R\ -

&
Monitors the endpoints basic input/outpu% ' Monitors DMA as seen by the endpoint run

(BIOS) that is installed. « Windows operating system.

— ) =

JuE ] - | :
( # PC, Server, VMware. - E PC, Server, Hyper-_::/, VMwa‘re..*"_ :
. Cache Memory Diagnostics 1 Hpaclel it _Diagﬁ'%stics - \

- Sensor id: 1109 *—’!”'j Sen=ei& 1125

ol

X

e
T

y
WA

e
LS

Monitors a physical disk drive as see

Monitors Cache Memo¥y o] i I
the Windows operating system.




) g o v,
!;* PC, Server, VMware.

LY

&cmnvo Diagnostics ‘
\\ Sensor id: 1124 B _ g ’

PC, Server, Hyper-V, VMwz

e\

FireWire Diagnostics

Sensor id: 1150

Monitors a CD-ROM/DVD.fve on a endpoin n‘r_'ling Windows _ i ’ N[ = -
:'i € .\ Y A Monitors the endpoints FireWire diagnostics.
'I'. g% & - f' rrry ' - o
.
'- & i 1 “'
5 K
- PC, Server, Hyper-V, VMware - :
Y % : , Ayper-V, . . — PC, Server. L\
rFri o — L-‘:
i g ({{{GE—= _
/ Ethernet Diagnostics \%‘}‘«;‘*@: -:-""-::_:"-l Heat Pipe Diagnostics A
— Sensor id: 1126 Sensorid: 1129 “ oy \-‘

. Monitors the network adapters o
operating system.

-

- .. Monitors the endpoints heat pipe co"g-ia:éyi__ce.

~f- PC, Server. — PC, Server, Hyper-

,.--"'"'H"..’ L e
L - ]
| ‘f Keyboard Dlagn%féc‘s

‘ Fan Diagnosti'css - | | “‘ N\F\
: | N AP

Sensor id: 1127 \/R\@E‘&‘ WY gl - :
. | . - Et‘":“._,.-"ia
Monitors endpoint fan dlagnosm LA Monitors the keyboards installedon the endpoint running
c? Ty e 2\ Windows.
. | A

-

=
=
=1
=
_
=
=
=
=
=
=
=
=
=
=
par™]

-
-
L
- L

—
—

\\
% -
=~/ o
v B p Y
- - B \ A Y
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- |;| PC, Server.

— PC, Server, Hyper-V, VMware.
z Desktop Monitor Diagnostics

| E-IDE/SATA Diagnostics .
- =
\_\:: Sensor.id: 1147

Sensor id: 1151
' lectronics (E-IDE) or SATA \\ =
< :_romcs ( el 'K Desktop Monit
] - |

Monitors a integrated
controller device.

[
J-_,.,-ill.ur n
LI,
"'II 1T
Thigrl ity

Q PC, Se

Parallel Diag

C;Q Sensor id: 1136 g,,
om% nnlng

% Monitors parallel portg on :
(LT

Piar,
i

|R PC, Server.

InfraRed Diagnostics

I‘ Sensor id: 1 152

““ W Monitors an infrared devi fmfn
Vo diga |
A5 T8y u
-,
Fand P Il
I]I]I] PC, Server, VMware.

PC, Server, Hyper-V, VMw.
Motherboard Diagnostics

J Sensorid: 1134 y

Monitors a moth’érbo&g hat contains the central
a Windows endpoint.

PCI Diagnostics

/ , J - Sensor id: 1137

[
Monitors PCI phyS|caI connection points including ports
ripherals, and proprieta

motherboard slqts and
points. g

-




/]
[ ..-_.' f
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-OO0/ing / \ 5 i
[
54 /- —/ B/ OS "llllllllllnr" =
e \\
'516 PC, Server.
=) PC, Server. - Refrigeration Diagnostics
PCMCIA Diagnostics = Sensor id: 1140
Sensor id: 1138 u ) Monitors Refrig
Monitors Personal Comp' Memory nterfa dapzri
(PCMCIA of a PC Card) controller de = :
..... ;:_:_*- :_ L T PC, Se

E PC, Server, Hypér—V, VMw _
: SCSI Diagno

PC Pointing Diagnostics
" wy Sensor id: 1139

" Sensor id: 1141 o

CP N |
. Monitors SCSI on Windows. .5? i

¥ N |

¥

““ Monitors input device usedt6’p
display of a endpoint running Win :

© manipulate a pointer, or point to the display or

|

Windows.
o .
& ® v
! ' i u 4 W% pC, Server, Hyper-V.
%lé PC, Server, Hype{\j VMware.
Yy 1 Serial Diagnostics '
Power Diagnostics
o P ' J- Sensor id: 1142 . _ |
Sensor id: 1159 " 3 ¥ . : .
.. Monitors serial p%s on a endpoint running Windows.

Monitors the power supply state. - 'ir__ :

v

SSPH L



* PC, Server, Hyper-V.

SMBIOS Diagnostics

<&|> PC, Server.r ‘ ‘ :

Temperature Dia'gnost,i_'_ & ‘,

Sensor id: 1110 AR 1145- @oh

) ! ! . — “l-“.
Monitors SMBIOS on a endpoint runnlhg Windows. - gn® Monitors temperature sensors ol
- running Windows. :
= -
‘ PC, Server. % # PC, Seryer.| -+
i . &
Sound Diagnostics E . “““‘ USB Diagnostics
_ 2 \ |
Sensor id: 1143 - “I“‘ Sensorid: 1146

Monitors sound devices on a endpoint running Windows.

X

E rc Server, VMware. ﬁ - In PC, Server, Hyper-V, VMware.
d System Memory Diagnostics - \*‘\ Video Diagnostics /

by i S B
- Sensor id: 1133 L ‘ ‘ Sensor id: 1153 Y ®

\ ¥
Monitors video éf‘e_gntrollé‘{s on a endpoint running, Windows- kﬁ

Monitors universal %erial bus (USE‘L’{).
-'-{ r i L t

\ : ¥ f

Monitors a physical memory device located on the endﬁoint and
/ available to the operating system.

i




‘ PC, Server.

Voltage Diagnostics

-

-
=2
Sensor id: 1112 -
=
= ‘,l"‘
Monitors endpoint Volta‘ge,ﬂ,&! on a endpoint runni
Windows.
s
s
%
-
|I|II PC, Server. = “‘l“
’i ““‘
Wireless Diagnostics - |1

Sensor id: 1154

Monitors wireless diagn
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[
Channels >
Properties All these properties are mapped from WMI codes.
Each channel has properties. Depending on the sensor. - A hierarchical algorithm based on these properties determine a
These are the main properties...some sensors will use all of thg_ : channels status i.e if its up, warning or down. _

properties, other sensors will just use one or two properties.

Status
Returns the status on the sel,écted component.

~Status Info :
Returns the status info on the selected

Availability
Returns the availability of the curr

ConfigManagerErrorCode

_— ~ Returns the ConfigMpnagerErr

-

il
Error Description < 1
Details any error message on the curren!
L
[ ] -

Last Error Code _
Returns the last error code of the curr~ent. o
| -
o'y
®
L

~. ] .J:




=

=
- CPU Diagnostics =~
Battery Diagnostics = “a8 .
' - ‘l'l""‘ % Sensorid: 1121 ol ~
[ “l‘ 1 =

Sensor id: 1122 \ s gi® '
Status. Status Info. Availability.ConfigManagerErrorCode. Status. Status Info. Availability. ’ j
Error Description. Last Error Code. E‘ Error Description. Last Errqﬁ-zoae‘ - i

’ =1 Ay = ¥

= W

o - % Y e\
=

;::E - ‘l‘ .
BIOS Diagnostics - “‘I‘ DMA Diagnostics

Sensor id: 1123 Sensor id: 1114

Status. \' | Stalg \ y r

'l -

%‘gg /’ : _ . V. Z ./
g° = : g =

/ Cache Memory Diagnostics

- Sensor id: 1109

Y Fixed Drive Diagnostics

Sensor id: 1125
—
Status. Status Info. Availabili

Status. Status.:i:'nfo. Availability.Con ’__Manager
Error Description. Las "

Error Description. Last Error Code.




& CD/DVD Diagnostics
\\ Sensor id: 1124 .

. Status. Status Info. Availability.ConfigManag irfcﬁrCode. -7
Y “ Error Description. Last Error Code. ﬂ _ J A 15 ode.
Y _ 2777 i Error Description. Last Error Code.
A . | -

3 ve

. \
o BE g —

] - .

_— s W \ﬁ&ﬁ "-«-":';‘.-"'- Heat Pipe Diagnostics -\
— Sensor id: 1126 Sensor id: 1129 ‘ _ \‘ﬂ.

. Status. Status Info. Availability.C
Error Description. Last Error Cod

: ~.. Status. Status Info. Availability.Con a'ria:gerErrorCode.
\ # ™= Error Description. Last Error Code. ‘ w :
: - - “ >
| o 'y D

‘ Fan Dlagnostlcs L ““ :‘- Keyboard Diagn%fgc?s %" g *
' 2 Sensorid: 1127 | ' { \ ‘\ -3 er ) on - .
Z ' 3 8\ _ AN -~ Sensorid:#13 - -
E A N \/&g@‘% L2 5% o
Z Status. Status Info. Availability. rrorCode." P LA Status. Status Info. Availability.GonfigManagerErrorCode.
Z Error Description. Last Error Code. ﬁ? L AV Error Description. Last Error Cogg,w'
'l d‘- L - % :

w

~/. A
3 ' ‘_4
, Y b & A\ A Y




Ofing L \

Desktop Monitor Diagnostics

\_\:: Sensor.id: 1147

Sensor id: 1151
' lit c figM ErrorCod \\
ihity.ContigManagererrorCo GK Status. Status
_ ' Error Descripti

Status. Status Info. Av
Error Description. Last

L

—
-
(=]

Parallel Diag
= S id: 1136
ensor 1d: ,_'ng"

—I

_ ¥ Status. Status Info. Ayalla
.

¥y Error Description. Last Ifr

AL g S

[ i m

PCI Diagnostics

/ , J - Sensor id: 1137

~
Status.

IR

InfraRed Diagnostics

I‘ Sensor id: 1152

“@W status. Status Info. Ava
Error Description. Last Error

=00
[—]

Motherboard Diagnostics

J Sensor id: 1134

Status. Status Info. Ajg :
Error Description. Last Error Code




| /]
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— BIo LTI
‘—___——-_
S

Y Refrigeration Diagnostics

PCMCIA Diagnostics ol Sensor id: 1140

Status. Status"ll
Error Descri

Sensor id: 1138

Status. Status Info. Avai
Error Description. Last

Ir]uf.fl‘“!ll!llr
[

Jl.’;i,mr s

SCSI Diagnc

" Sensor id: 1141

. Status. Status Info. Availabl tygg.f; efEr
= - <. . Error Description. Last | ;.gr,,(g?- -2

VR e
-i—"'-q..-___

Pointing Diagnostics
Y -

e

v

Sensor id: 1139

Status. Status Info. Availability.
« Error Description. Last Error Code.

_
%lé _ ; l Serial Diagnostics
J : L

Power Diagnostics
~ Sensor id: 1 142

ay

i .
¥ .. Status. Status l.l* . Availability.ConfigManagerErrorCode.

Sensor id: 1159
Error Description. mst Err

powersupplystate.
f

SSPH



SMBIOS Diagnostics

Sensor id: 1110

Status. Status Info. Availability. ConflgManagerEriprCode.ﬂ.plu‘lllll
_ Error Description. Last Error Code. L

’- (- = %
=
_ t
5 . ]
Sound Diagnostics - USB Diagnostics
= )
Sensor id: 1143 = gt Sensor id: 1146
Status. Status Info. Availability.ConfigManagerErrorCode. Status. Status Info_?ﬁvailability.Coﬂ

Error Description. Last Error Code. \ Error Description. Last E,,?r Code.
\ . ) .

System Mé”rﬁory Di;gnostics :

Cfl: ::
/

-
-
-

\*‘\ Video Diagnostics _ N; :‘;
i ' i L
Sensor id: 1133 Sensor id: 115‘3 Y '
. A ‘ \ W

-
-

Status. il Status. Status In‘fo Avaqablllty ConfigManagerErrorCod @@
/ Error Descrlptlon Last Error Code w "h
\ . \.) o 0 \*‘

i




Voltage Diagnostics

Sensor id: 1112 -
= gut®

Status. Status Info. Avaﬂ"ali-ﬁ;.‘l)ﬁ%figManagerErrorC

Error Description. Last anr Code.
-

El
)
—
1
=
o
]
—
Wireless Diagnostics -
Sensor id: 1154

Status. Status Info. Availability. ConfigManagerErrorCode.
Error Descript'ié‘m?st Er6rCode.~ -~ . =
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anr

GO

-
/

-..'
[ )
[ ]
Status. Q .
1 -
L
ok no contact

The device is functioning ok. There is no contact wifh_

-

= &

error - (')., -

The device has produced an error. = ., att® lost comm
o . . L Y
=
-

Communication with the

ak [
degraded \ “i“‘ m 'i' doesn’t mean a failure,
The device has been degraded. 2 L, % device
s
unknown i 'ﬁ R » el
The status of the device is unknown. This doesn’t meéan a r"\ - L\
v - . =

failure, just the status is unknown of the device.

pred fail
The device is predicted to fail.

starting

The device is starting. \
stopping \ :

The device is stopping. This_gggsnit'ﬂean failt}re, just the 6‘

device is stopping. ,_..-"'" : -'; -
_ tf? b
service - {:\

stressed
The device is stressed.

(B

(B

nonrecover
The device is non reco



/ Status Info.

§
g

LT T
— . BIlO "itsaayy,

_—\

other
unknown
enabled
disabled

not applicable




ConfigManagerErrorCode

78 S

Device is working properly. %
The device is working and functioning properly

) LR )
Device is not configured correctly. - ﬁ o : : X
The device is not configured correctly. = : Y WindowSICaliy ver|f_¥: i

2 e % “ A \8)

Windows cannot load the driver for this dewc""'|l1 \ . . Devics.cannct work pr ntil th% P 9 ﬁ

_ E restarted. _ \ y I/ A
The driver for this device might be corrupte%r your m 5 - / . {4
system may be running low on memory or otlﬂr | E Device is not working properly due to a posélble fﬁi

W solrce? - = re-enumeration problem. — 3
- ﬁ’ ‘- ﬁ -
This device is not work|ng properly " m “‘ “. Windows cannot |dent|fy all of the resources thft t!’le o) :;
One of its drivers or your registry might be corruﬁed -““l‘ devict wgst \.\:‘;_L“:; —
“‘ \\ %

The driver for this device needs a resource that Win- #Device is(Rting an unknjywn reg\&:\

dows cannot manage.

The boot configuration for this confli
other devices.

Cannot filter.

+ Device drivers must be remstalleé

Failure using the VxD .Ioader.

)
' ]

Your registry might be corrupted.

=

d)‘ The driver loader for the device is missing. = N > System failure: Try changinMve [ \‘
|

If that does not work, see.you Qvar
‘ ‘ Windows is removing this

1

vice =«

_—

This device is not working properly because the -
controlling firmware is reporting the resources for the
device incorrectly.

This device is disaﬁ!_led.

k|.1.'l.'l"u"l"l":l".ll'lll'llllIIIlIII

' System failure. If changing the

Device cannot start.

Device failed.




Device is not present, not workin
have all of its drivers installed.

-
Device does not have valid log configurati “I"G\
\ '.‘l"
Device drivers are not installed. a O
-
Device is disabled. The device firmware did n%)rovide O
the required resources. %

..-I‘\

]
Device is using an IRQ resource that another de%e is O
using. ]
Device is not working properly. Windows cannot load Ly
the required device drivers. :
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F . —
other p N
unknown = - '::\

running or full power

warning

in test

- not applicable
‘
power off m* ) . &

off line

i
|
iy
off duty {C\
degraded

not installed

install error

SSpH

@~ power quickl

[
‘ power cycle

“ cPy

83

]

Ny ¥

LY L =

power save - unknown {Bm
The device is known to be in a power save mode, but'its
exact status is unknown. J

power save - low power mode. |
The device is in a power save state but still fynctioning, a

may exhibit de ance.. - '

A==

, “\\uldbe'bmught to full o
power save - wa \\' 1 .
A oY .

The device is in a warning state, though al

..._-.:;-'-:..?.'.Ei_nl‘!!a E! !

“"ﬁr‘-

power save
The device is

. paused.
not ready.
not configured.

quiesced.
The device is unavailable.
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‘ unknown
safe
warning
critical

Non- recoverab g

A
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