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Welcome.

Syvir Visual OS Monitor (VOS _ J
Windows operating systems. VOSM is hosted by Syvir. We run

the hosted server for you. ‘a
A web interface provides monitoring and configuration. - _ o E G
_ " ?. _ 1 e Y To access Visual OS N\ ace plé e%ia?it\ >
To create a hosted solution please visit www.syvir.com w - WWW.SYVir-vosm.co oY F A \)
a free trial il “‘l" s Iy
"'; Syvir automatically creates a local domain naméfor your instance ',:.‘ The site provides visual monitoring yy monitored A "::
o of VOSM. % Windows operating‘s_yé;_@n‘,af%
% Enter your credentials and click
' With your account you are assigned two usernameés and % Visual OS Monitor.-
= passwords. -
- \ |
Make sure you agree to the privacy policy along wi%the terms “‘ll v oge
and conditions. - “‘,’l‘ > \ |

M Remember Me:
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This is your guide to monitoring yo W b\ N o
systems with Visual OS Monitor (VOSM), usi loud based A probe running on each monif?');*C OS cor e
\ monitoring system. e VOSM Cloud server. ; N :
\ To begin monitoring your rk PCs OS you will need to dOV\€ Diagnostic data is transferred to the cl AR -
load VOSM packages to install york computers. Data is accessed through a%da.'@d supports@Wweb
We advise if you are trying out VOSNV irst time on your browser. ; 3 :
network to try the service on one machine so can assess the %‘@ o
'= « capabilities of VOSM. -\ '%E‘s A e
[ I ¥ ‘
E " - W\ -
s v\
- L
“ |/ s Dashboard C & 2 cimn@uenu

Total 14 Probes: { Total 1
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- The structure of the VOSM cloud -
! Diagnostic data is gathered from the endpoint with WMI
The sensors in the probe processes this data into channels and
sets alarms if an action is needed.
Data is encrypted through SSL to the VOSM cloud. \‘h
Data is stored and rendered through active server pag? , —_—

server.
Each monitored PC OS has its own Probe. Th|s i

the computer name.
The hierarchical structure of VOS

powerful item in a PC deployment.

“e probe as the mo’s{

J‘.rﬂ"!“r s

ated by

yThe sensor contains muItlpIe char“jf
onit

=Wt you assign a sensor to a pro"bg it

Sensors

The probe contains Sensors that use WMI technology to moni

the current state of hardware.
= Sensors are deployed to monltor key OS parts I|ke the regist

services etc.Sensors con nnels fon-multlple items i.e
several services etc.
Diagnostic data is re
deployed sensor.

connected to the sensor.
For instance if you add a 'Services sensor to a pr

checks each service and assigns:it to a channel.

g 0] 'npu.ts

. T T — .
1 Pr@
L
B -
A channel uses just one property, the Status property. P
VOSM displays the number of Status states for all the channels

as a total. Dlagnostlc data is gathered from the endpomt w th

4 and sets alarms if an action is needed. Data is transf:
through HTTPS using SOAP XML to the VOSM cloud
Data is stored and rendered through active se‘ / ‘



- Local imétallation.
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Each pc requires two installation processes.

One to create your machine probes profile, this will be where you
enter your domain probe username and password. These are

stored locally in an encrypted file.

The second process requires installation of the Visual OS Monitor
“service. This service is the probe for the machine. tg
y WMI services need to be running on ea a U WIS

monitor with VOSM.
Please note the account you use tc
requires Read permission.
Do not enable Read/Write or Wr.
machine open to viruses etc.

e o 1+ Install Visual OS Monitor - Col
! 2. Once the Visual OS Monitor -

= installed please run this.

3.Type in your probe username and'p -'-{."‘ gre
.
Ay

the probe for this machine in the VOSM ¢l

4 .Select the chassis type of the pc.
5.Install Visual OS Monitor - probe

Once this is installed monitoring is now setup for this machine. i

Repeat this process for .'eaqhy.\,ngachine you wish to monitor.

L
|
|

;-?.:' .




Create local probe.
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to the VOSM cloud.
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The Probe service transfers non-ide;-ntifiable daﬁ}a through HTTPS

-
el

Select the chassis type of the pc.
The monitoring is now setup for this
e
Once the Visual OS Monitor Console is installe‘%please run this.
@.
o
-

R » 1
il : Y l. 'b:_'_.-/'*
_ Repeat this process for each machine you wis! 0. monitor.
- \§ o %, '
u“‘“ % \\\‘ \
=
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Visual OS5 Monitor - Console

ESJlliM™  visus1 05 Monitor- Console

X
'.‘ Wi Lo I~ Computer typs
- Deskiop
[ ]
.
I
[}

»

Local Probe ( DESKTOP-OIFHID6 )

Set the WMI location for this
machine.

192.168.1.240
Set the Computer type for this
machine.

(&R ]

- —
Microsoft Windows 10 Pro #.;*
.-""\
\ ’ ~,
™

- \

/ Type in your username and password. ‘ ‘
For the console you need to use probe@company othér logins
will not work!
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Role‘d user credentials.

225

Each company is ass1gned a local domain. @doma"rn
In the domain we have two different account t#gﬁlwhlch

Domain

assigned roles. %ﬁ e “-'l "
)
Each account type has d|ffgrent objectives and usage =
requirements for partlculgtypes of users. i
A 8
) [
Administrator - s
The administrator account role has the user name of admin. -
The admin account is typically held by the account o%“ *
This account gives you acceilto the control ./;_:,‘.
dashboard. I. [
= ot — \ i
'ﬁ.-‘"“ A \
Probe : “
The probe account is use orize a local probe to

authenticate the transfe agnostic data to the vosm cloud.
A probe account only works with a local probe. IHVlII not give
access to the web interface.

o

F
E=3
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Raise a support ticket.
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£, Onoccasions y:
the Visual OS
You can send U

The Control Panel is a
Control Panel provides
VOSM cloud.
The administrator acco
I,« Cr-u. i}
View your subscription plan.
I
Nnp Uts

n

‘ -_— -
-
View the current status of the Visual OS
. i Y
This details the subscription package you have subscribed to.

vy

Here we provide details of any s
cloud. .




Control.

Roles and user credentials.

Q

¥

"; VOSM uses Roles and user credentials to determine the access

that user accounts have to the VOSM cloud. %=
' The administrator account and role has the user name of admin.
" The admin account is typically held by the accountowner. This
» account gives you access to the control panel and dashboard.
- L\
: . - ')\
The probe account is used to authorize a local probefo “‘I
authenticate the transfer of diagnostic data to the vostm il‘ﬂ‘

S

\ - Interval

Check the number of serwﬂwed on ybur computers. 2 _:

do 552 L

Z Setthe inteﬁé_l betV\;zégen scans. — : %
: i \-) . - J\ [

This number shows how | y sensors assigned to the local

probes on your compute
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Terms of Service 4 :

View the Visual OS Monitor Terrﬁé‘i

ervic
e

Set the default sensoré thét are in
deployed.
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Install instructions for using Visual Cﬁﬁonito_[ softvg‘a:f’e.q.
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web.

We recommend Google Chrome and Microsoft'Edge browsers.
Visual OS Monitors web interface i |s accessed through
WWW.SyVir-vosm.com B :
Click on the login icon to visit the login page. %f:_ﬁ 5
Type in your credentials that were |ssued to you |n your welco
email. ¥ | .- -

Only administrator accoun - have fuII access to web interface.

it J""-’.Fﬂ_,
i

T
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T

syv n/vosm/Das
I EH““— Dashboard

Visual OS Monitor

N

ID R
Do 2D
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BoepoOW@E-—-{r @ i

Total Probes: 1 { Total Sensors: 25 . Unused Sensors: 225
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The starting point for any web Efsed
]

dashboard page. . [ et
This gives a quick at a glance via;v of t Wmown’ statuses
sensors probes and alarms. W AR :p. :
VOSM stores in the cloud the last known from your net-,
work. _get®® Y\ .
The five sensor dials cover the various stat the sensors
'ﬁ e \‘ A serious issue has been ditect
Prob%jiagnostic sensors % channel(s).

- . 4

- % ¥ P 11

- s \\

] A ¥ |

UP e PAUSE

\ The sensors channels are all functioning ok. L collected.

WARNING

=
-
=
=
=
g =1
. =
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e =
e - -
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A problem has been

. ‘\A
| \m:\& B Q\}t‘f’ .
e AT h - - @ y \
(%‘ T\\)&c}qg cases VOSM wil N b Gbie 1
" retrievgﬁMl data for a given sensor. Sometimes WMI data is not
available for os diagnostics. It can vary from each computer
‘ vendor what WMI data is available. If you receive a not detected
message for the deployed sensor, we would recommend deleting
“ : 'J the sensor after a few scans. In our experience if there is no data
‘ & their, then no data will appear in the future. The not detected

~ message doesn't mean the service is not in existence, just there
" |

is no complete WMI data available.
\ A \
L . Y

L
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Data is transferred to the VOSM cloud using HTTPS l-m
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a constant internet connection is required to transfer data.
f

28
A windows based service that connects to the VOSM cloud
server. -
Each monitored PC has its own Probe. This is designated by the
computer name.
The hierarchical structure of VOSM places the probe as the most
powerful item in a pc deployment. £ —
Iy =
Delete pro
:5 i» From the p thy User hierarchical
£ £ i structure to VOSM
2 B “ cloud.
g i Select the
Click on th
All data will be deleted alo hed
nn

CF‘,’;‘:the probe..
= = ?;J:-huu'

PE - -
™

-

-

-
o o

The probe is either not running or the pc that the probe is on has

been switched off.

SSp
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The probe contains @ nsor:

the current state of the OS. "’%‘

Sensors are deployed to monitor OS
and the registry. Sensors contair?g;han
several services etc. Diagnostic data is

that's in use with a depl % Qﬂlﬂso%he

channels.If you assign a sensor to

connected to the sensor. a \ Yy :
= s> ] A serious issue has been diatect _ ' <
- '-'t ' | are ‘ channel(s). This will trigger an alarm.
- - > /
Sensor Status values LY C \
— - !
| A
k]
‘,“ ¥ oo
Fiﬁ““ ’_,_.a-f‘; [

The sensors channels are all functioning ok.

= - g = E
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WARNING t | | B

R
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On deployment th%OS iten \'.\ o
be for a number of re
" WMI. \ """;..*",;
Other reaions for not-dé’tectéd‘status. In our experience if there is
‘ no data there, then no data will appear in the future. The not
detected message doesn't mean the item is not in existence, just
“ J “ there is no complete WMI data avallable In a lot of situations
‘ ) WMI data can be retrieved W|tha sensor but the data for the
sensors requirements is missing...

' \ \ ﬁ A ‘1




Add Sensors.

32 HIOS

Add monitoring sensor to probe.
Select the network page.

= User: admin@usertesti.uk
Elﬂ:‘ Probe (DESKTOP-OIFHIDE)
Iil El|aun|:uh-_.

l(‘ 08 Codec Diagnostics
l(‘ Operating System Diagnostics
l(" 05 Registry Diagnostics

'\ 05 System Account Diagnostics

\ 05 Service Diagnostics

2 ﬁD" Account Diagnosbics

\(\ 05 Base Service Diagnostics
l(" 05 Environment Diagnostics
" 05 Group Diagnostics

08 OptionalFeature Diagnostics
l,"t 05 User Account Diagnostics
_\ 08 Share Diagnostics
~ 05 PageFile Usage Diagnostics
l(" 05 System Driver Diagnostics

 Mingyy,

Vg
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From the probe directory view open the mﬁ hical
structure to list Probes on your network c the vosm

cloud.

Click on the probe for the computer system you wishito add a
sensor to.

Click on the Add Probe Sensor icon.

The Add Sensor page opens. _$ -
Fifteen probe sensors are available.

You can change the default properties before you add a new
sensor.

Settings

Email = '”1 te -

Emails alerts for the selected sensor.
Email alerts are notified using email if you are monitoring the
network. Check the box to enable email alerts.

Priority

The scan priority some sensors'\ riority order than-others.
So it’s possible to change each sen oﬁﬂoﬂtt@lue of Tis.the
highest priority and means the probe will scan these sensors first.
3 is the lowest priority.

To add a sensor click on the sensor you wish to add.

Once the sensor is added to the probe.

The local probe will download from the VOSM cloud the new
sensor.

Reporting will begin next time the local probe-scans.the pc-*“ s




Alarms.

4
s
E S

Alarms are produced when a sens
DOWN.

(y

DOWN

13

WARNING

that is changed.

View the current alarms.

I=- User: admin@usertesti.uk

" OS Diagnostics_1

Ll QS Diagnostics_2 \.

From the probe directory viev:rze_eigjb&Use ierarchical
structure to list alarms on yo _ connected to the VOSM -
cloud. _g — b
d Alarms are listed under each probe. b
/ -
/
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Alarm diagnostics
Click on the Diagnostics tab.
To: |lechsupport@3\rvir.cum
Click on Diagnostics to view the last status of the deployed - Probe : DESKTOP-GIFHIDG
sensors on that prObe ’ Probe Sensor: 05 Codec DHagnostics
Sensors dials are color coded to refle e status of fé #nsor. e e
Green = UP. | Lol B
Where a problem has been det e diatwill = : e
4 ___-":. - WARNING: @
Z - >— DOWN: @

.......

the particula-r f
———— 'n
The report shows any problems found with th
CPU properties diagnostics. *f
&7 This report can than be |Ie

.|.|;'iii|'li.ri"i.‘il"|"

indicate

Yellow = Warning.
A dial that indicates
Click on a sensor to view cf

OS item.

Status:
Predict Fail: Starting: o
‘ =1 s - l t‘:‘! b

OK: Error: Degraded: Unknown:
- e L

© 4 o 0 a » V¥

[} ~N
StOppII’\g Service: Stressed: Non Recover: MNo Contact: Last Comm: . I s ”
L o L 'J l

"

L ‘s m s =
I 4.
d ~




Properties.

38

Returns the status on the selected componerit.

=
o
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-
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Diagnostics.

Every time a probe scans the pc diagnostic data is retrieved for
the purpose of pinpointing more accurately where a problem
exists.

To view channel data select the Diagnostics page.

From the probe directory view open the User hierarchical
structure to list Probes on your network connected toithe VOSM
cloud.

Select the probe you wish to view.

= User: admin@usertestl.uk
Iél-- 0 Probe (DESKTOP-OIFHIDG)
E - Diagnostics
l{\ 05 Coder Diagnastics
: l(‘ Operating System Diagnostics
A 05 Registry Diagnostics
: l{‘ 05 System Account Diagnostics

; l',_:\' 05 Service Diagnastics

| 0S Account Diagnostics

l{l\ 05 Bacze Service Diagnostics

l{:‘ 05 Environment Diagnostics
05 Group Diagnostics

05 OptionalFeature Diagnostics

05 Share Diagnostics

05 PageFile Usage Diagnostics

Click on Diagnostics to view the last status of the deployed
sensors on that probe.
Sensors dials are color coded to reflect the status of the'sensor.

Where a problem has been detected by the sensor, the dial will
indicate Yellow = Warning.

A dial that indicates !

Click on a sensor to view channel property data for the particular
OS item.

C
P
bo
=
I
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Reporting diagnostic problems ) —
eer aw[_m

With VOSM its possible to email a front ||ne eng

In some instances data can be basic.
In most instances you should be able to retrieve the Status of the
Channel. - report on the problem that is flagged-up.
Usually this is a generic message of "OK" = = Click on the email icon.
\_ The report shows any problems found with the chagmels

to. With VOSM the totals
together to give an integer value.
Certain Status properties will trigger
sensor. Once a property is set to do
be generated. When an additional ¢
generates a warning or down is fo
generated again for that channel
These will give you guidance to
sensor that you can investigatel
service, account etc is at fault.

-‘ A support engmeer will require

With Status property there are various different states that this is”
set to. View the Status table of where specific properties are set \_.
] operty statuses are grouped \\ properties diagnostics. ¥
\\ This report can t i N\ S |

x C 10 [icchsuppori@syvircom

<
* Probe : DESKTOP-OIFHIDG
—
¥ Probe Sensor: OS Codec Diagnostics
Error: Degraded: Unknown: Predict Fail: Starting: 1 Channels: 18
=~ F » ———
[ ! C=—c
A O O «® » py
WARMING: @
DOWN: @ b
Stopping: Service: Stressed: MNon Recover: Mo Contact: Lost Comm:
f . [af S
® | ¢ v ™ ‘e
2 7l D =
/ g

, SSD
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Log messages are produced by the local service probe each time Various reports about your PC-€ensors and p/' )J alarms lang
a specific action such as a diagnostic scan is started.

with codes and error codes. +
Error messages produced by the local service probe are ‘stored in

the vosm cloud.

e '-.":f
44 L. gy -
—— @;o "lll'll’l'. : vl = .\ /
1] o
e

These messages are accessed through the Log page. = \
Each log entry provides details of the message and status of. KQ% = = _* [ ITTev .,f
probe B J s-:mh: e ° Logged n a5:admin@usertestluk
A code is produced that hyperllnk to further details of the I@‘ ' . o :"?;;:I

Sensor ID Probe Sensor Name Sensor Status

entry.

Hyl
27

LT
&
[
D)
2
]

iline:
T
"!H-Jrl.'lf

i

Logged in as: admin@usertestl.uk

Log

&ad'&/N».*‘.«ﬁKn-*'&AK’!'&A"&J"/&%K&Kn-*“d"ré"&n‘

‘n.)' “(» &rf o

—— 1-200130
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